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Warranty

JPS Communications, Inc. warrants its manufactured equipment to be free from defects in
materials and workmanship, and to conform to published specifications for a period of 18

months from the date of shipment from the factory or 12 months from installation, whichever
occursfirst.

JPS warrants its service work performed in connection with this warranty to be free from defects
in materials and workmanship for a period of 90 days from the date the work is performed.

If a defect occurs within the warranty period, the buyer shall notify JPS immediately. JPS will
repair or replace the equipment at its option, upon return of the equipment, shipping prepaid, to
the JPSfacility in Raleigh, North Caralina, USA

This warranty does not apply to damage caused by accidents, abuse or improper installation.

NO OTHER WARRANTY, EXPRESSED OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE |IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESSFOR A PARTICULAR PURPOSE, SHALL APPLY.

NOTICE

JPS Communications, Inc. reserves the right to make changes to the equipment
and specifications without prior notice.

PROPRIETARY STATEMENT

The information contained in this manud is the propety of JPS
Communications, Inc. and is intended for the purchasar’s use only. It may not
be reproduced without the express written consent of JPS Communications.

m JPS Communications, Inc.

JPS Communications, I nc.

5800 Departure Drive
Raleigh, NC 27616
Email: jps@jps.com
Phone: (919) 790-1011
Fax: (919) 790-1456
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Glossary

Glossary

Carrier Operated Relay

A signa from areceiver that gives a positive indication
that a carrier or signal is being received and that the

COR receiver is unsquelched. It has the same function as
Carrier Operated Squelch (COS).
Carrier Operated See COR.
coS Squelch
Dynamic Host A method of automatically assigning an IP addressto an
DHCP Configuration Protocol Ethernet device at startup time. This method conserves
| P addresses in networks where devices do not stay
connected permanently.
Dual In-Line Package A multi-unit switch that fits into a standard DIP
Dipswitch Switch integrated circuit footprint. It usualy contains eight or
ten individua switches.
DSP Digital Signa Processor | A type of microprocessor, which is optimized for signal
processing functions.
P Internet Protocol A protocol designed to allow communications between
computers on different networks.
Local Area Network A group of computers and associated devices that share a
LAN common communications line, typicaly within asmall
geographic area.
Push-to-tak A signal to aradio transmitter, which controls the actual
PTT transmission of radio frequency energy over the air. Also
caled akeyline.
Transmission Control An additiona layer to the Internet Protocol, which
TCP Protocol ensures delivery of packets, sent across the network. 1t
can handle situations such as lost packets or packets
arriving out of order.
User Datagram Protocol | An additional layer to the Internet Protocol which does
UDP not ensure delivery of packets but which offers much
lower transmission overhead than TCP.
Vol P Voice over Internet Also caled Voice over Packet (VoP), amethod of
Protocol sending voice communications across a digital network.
Wide Area Network A network, which is spread out over awider area, such
WAN as around a city or state. It may include other public or

shared networks.
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| 1 General Information I

1.1 Scope

This ingruction manua provides the information necessary to inddl and operaie the NXU-2
Network Extenson Unit.

1.2 Description

121 NXU General

NXU gands for Network Extenson Unit. NXU units connect communications eguipment to a
digital network usng VolP (Voice over Internet Protocol) technology. NXU units use JPS
proprietary technology, embodied in a family of hardware and software products that enable
voice communications devices to be interconnected via a network across the room or around
the world. Voice over Internet Protocol, known as VolP, is a means of digitizing voice Sgnds
and tranamitting them over adigital network, such asaLAN, WAN or even the Internet itself.

1.2.1.1 Advantages of NXU Technology
& eEnables the design of low cog, extremdy flexible radio communications networks.
&5 #Multiplexes voice audio and data over a standard Ethernet network.

&5#Jses exiging network infrastructure diminating the need for leased lines and
microwave Stes.

& eEliminates the requirement for pilot tones and other in-band sgnding.

s #Facilitates centralized control of acommunications network from a sngle computer.

1.2.2 NXU-2 Description

The NXU-2 is intended for use with radio communications consoles, communications radios,
and JPS products such as the ACU-1000 Interconnect Unit. A generd-purpose stand-aone
device interfaces full duplex audio, one RS-232 port, and three status bits onto an Ethernet
network. A par of NXU-2s can form a smple sysem that creates a transparent
communications link between the two. The NXU-2 a one end (usudly the equipment end) is
the server; the one a the other end (usudly the operator end) is the client. The audio, RS-232,
and gatus hits are transparently transferred between the server and the client.

Any NXU-2 can be st up as a server or as a client depending on system needs. The RS-232
interface dlows for different baud rates between the server and the client.

The NXU-2 monitors its network connection and adjusts its parameters automaticaly to
provide optimum performance under varying network conditions.  Front pand indicators
disolay the unit's dgaus Initid configuration is done through the NXU-2's seria port, but
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following this initid setup, a standard web browser can be used over the network to view and
change the unit’ s settings and aso to perform diagnostic tests.

Desgned for years of continuous operation in misson-criticd gpplications and remote
locations, the NXU-2 has no moving parts and requires no periodic shutdown or maintenance.
Start up upon power onistypicaly 5 seconds.

1.3 Network Details

The NXU-2 is a 10BASE-T Ethernet device and each unit has a unique Ethernet address and an
RJ-45 physical interface jack. A 10BASE-T device operates at 10 Mbps and interconnects to a
hub (dtar topology) usng standard CAT 5 twisted par cable, dso known as UTP. The
maximum cable length between an NXU-2 and its hub port is 100 meters. With the right
connective equipment (recommended or supplied by JPS), the NXU-2's Ethernet port can be
linked with virtudly any LAN, WAN, or the Internet, no matter which topology or cabling
sysgemisin use.

Audio Out

Ethernet

AUX Out

Figurel-1 NXU-2 Basic Block Diagram
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1.4 Applications

SeeFgure 1-2 Smple NXU-2 Radio System below illustrates a basc NXU-2 applicetion in
which a communications transcalver is connected via a network to a remote audio console. The
transmit/receive audio and PTT/COR dgnas are transported digitally across the network and
aopear a the other end. The network data transfer is transparent to the user, and the operator at
the audio console can use the radio asiif it were located right besde him.

] Console |all/COR NXU-2 N XU-2| prricor| Transceiver

Figurel-2  Simple NXU-2 Radio System
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1.5 Specifications

Table 1-1 Specifications

RX Audio Input

Input impedance

Balanced 47k ohms, transformer coupled.

Input Level

Incoming signal's adjustable from —30 to +11 dBm to set 0 dBm nominal input;
+15 dBm clipping.

Frequency Response

10 Hz to 3600 Hz +/- 2dB.

TX Audio Output
Output Impedance Unbalanced 10 ohms, AC Coupled.
Output Level Adjustablefrom —30 to +11 dBm, 0 dBm nominal factory default; +15 dBm

clipping into a 600 ohm load.

Freguency Response

10 Hz to 3350 Hz +/- 2dBm.

Distortion

0.5% or less (excepting VVocoder).

COR & AUX Input

Input impedance

47k ohm pull-up to +5V.

Polarity COR: Selectable active low or active high; AUX Inputs: Active low.
Threshold +2.5V nominal.

Protection Up To +100VDC.

PTT and AUX Output

Output Type Open drain, 47k ohm pull-up to +5V.

Maximum Sink Current 100 mA.

Max Open Circuit Voltage +60 VDC.

Serial Interface

Interface Type RS-232, Asynchronous, Full Duplex.

Baud Rates 300, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200 bps.
Connector DB-9 Male, Standard PC/AT DCE Pinout.

Network Interface

Interface Type 10BASE-T Ethernet, 10Mbps; RJ-45 Connector.

Protocols Audio and status-UDP, RS-232- TCP.

Audio Vocoder

Selectable, 13, 16, 24, 32, or 64 Kbps data rate.

General/Environmental

Programming/Configuration

Web, Telnet, or RS-232 Interface.

Front Panel

Power, Link Active, Channel Active, and Audio Level LEDs.

Rear Panel Audio/Data, Serial, Network, and Power Connectors.
Audio/Data Connector DB-15 Female.
Input Power (12 VDC Nom) +11t0 +15VDC @ 0.5A max. 12VDC (Wal-cube supplied).

Power Connector

Coaxid Jack, 2.5 mm ID, 5t0 5.5 mm OD; Center Pin Positive; Reverse
Polarity Protected.

Size and Weight 17" Hx 7'"W x 9'D (4.3x 17.8 x 22.9 cm). 4lbs. (1.8kg).
Temperature Operating: -20 to +60 degrees C. Storage: -40 to +85 degrees C.
Humidity Up to 95% @ 55 degrees C.

Shock MIL-STD-810D, Method 516.3, Procedure V1.

Vibration MIL-STD-810D, Method 514.3, Category 1.

1-4 JPS Communications, I nc.
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1.6 Equipment and Accessories Supplied

Table 1-2 Equipment and Accessories Supplied

NXU-2 Shipping L evel - JPS P/N 5000-600000

Quantity | Item JPSP/N
1 NXU-2 Find Assembly 5000-600000
Includes the NXU-2 enclosure containing these modules:
NXU-2 DSP PCB Assembly 5000-602000
Network Interface PCB Assembly 5000-603000
1 DC Power Supply 120 VAC to +12 VDC, 500 mA 1620-120130
(Wl Cube)
1 Operation & Maintenance Manual 5000-600200
1 Accesory Kit 5000-600150
Conggting of:
Qty  Part Number Description
1 0313-070000 Network Cable, 6 ft.
1 0313-080000 RS-232 Serid Cable, 6 ft.
1 0360-015100 Connector, cable type, D-15 plug
2 0827-000004 Cable clamp for D15 connector

1.7 Optional Equipment - Not Supplied

Table 1-3 Optional Equipment - Not Supplied

[tem JPSP/N Description

N/A N/A N/A
At thistime, there are no options for the NXU-2

1-5 JPS Communications, I nc.




NXU-2 Operations Manual | S |

This Page Left Intentionally Blank.

1-6 JPS Communications, I nc.



4 NXU-2 Operations Manual

| 2 Installation I

2.1 General

This section provides the ingtructions for unpacking, ingpection, inddlation and st-up.  Also
included are directions for reshipment of damaged parts or equipment.

2.2 Unpacking and I nspection

After unpacking the unit, retain the carton and packing materias until the contents have been
ingoected and checked againgt the packing list. If there is a shortage or any evidence of
damage, do not attempt to use the equipment. Contact the carrier and file a shipment damage
cdam. A full report of the damage should adso be reported to the JPS Customer Service
Department. The following information should be included in the report:

&5z0rder Number

& =Equipment Modd and Serid Numbers
& =Shipping Agency

& eDae(s) of Shipment

##The JPS Customer Service Department can be reached by phone at (919) 790-1011, by
fax at (919) 790-1456. Upon receipt of this information, JPS will arrange for repair or
replacement of the equipment.

2.3 Reshipment of Equipment

If it is necessty to return the equipment to the manufacturer, a Returned Materid
Authorization (RMA) number must first be obtained from JPS. This number must be noted on
the outdde of the packing caton and on al accompanying documents. When packing the unit
for reshipment, it is best to use the origind packaging for the unit; if this is not possble, make
sure that adequate packing materid is used to prevent excessve shocks during transport and
hendling.

Shipment should be made prepaid consigned to:
JPS Communications, Inc.
Customer Service Department
5800 DepartureDrive
Raleigh, North Carolina 27616
USA
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Painly, mark with inddible ink dl mailing documents as follows:
GOODSRETURNED FOR REPAIR

Mark al sides of the package:
FRAGILE - ELECTRONIC EQUIPMENT

Inspect the package prior to shipment to be sure it is properly marked and securely wrapped.

2.4 |Installation Overview

NOTE: NXU-2 installation requires knowledge of Ethernet network
fundamentals as well as a basic understanding of Internet Protocol (IP.) As with
any network-connected device, improperly configuring and installing the NXU-2
could disrupt proper network operation. Please seek the assistance of your
network administrator or other knowledgeable person if you are unsure about
how your network is configured.

Six geps are needed to properly ingal the NXU-2. These steps are:

1

Determine the IP address, subnet mask, and (if applicable) the gateway address for
the unit. You may have to contact the network administrator for your organization to
obtain thisinformation.

Note:

Operation of the NXU-2 is not possible without this information.

Provide the proper primary power for the unit. In most cases, this requirement will
be met by the AC adapter that is included with the NXU-2.

Interconnect the unit with the communications system via the NXU-2's rear panel
connectors. J7 provides the audio and control lines necessary to interface the NXU-
2 to your audio equipment.

Configure the unit's operational parameters per Sections 3.2 Serid Port
Configurationthrough 3.4 Network Configuration.

Connect the unit to your Ethernet network using the supplied Ethernet cable per
Section 2.8.4 Network Connection, J3

Set the input and output audio levels per Section 4.4.2 Input/Output Leve
Adjustments.

The NXU-2 is then ready to use.
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2.5 Installation Considerations

Caeful atention to the following inddlation suggestions should result in the best unit/sysem
performance. Figure 2-1 Outline Dimengons provides overdl unit dimensons.

The NXU-2 mug be inddled in a structure that provides both protection from the weather and
assurance of ambient temperatures between -10 and +55 degrees C.  Since the unit is neither
splash proof nor corrosion resgtant, it must be protected from exposure to sdt spray. When the
unit is mounted in a cabinet with other heat-generating equipment, the use of a rack blower is
suggested to keep the cabinet interior temperature rise to aminimum.

NOTE: If the NXU-2 is installed in a high RF environment such as repeater
system or other transmitter site, it is recommended that all cable assemblies be
individually shielded, with the shield grounded to the ground pin on the terminal
block for that module. For all D-subminiature connector cable assemblies,
cable shields should be connected to connector shells so that they make
contact with the grounded D-subminiature connector shells on the NXU-2.

NOTE: Do not exceed 15VDC input to the NXU-2. The NXU-2 contains a
15V zener diode across the DC input to protect internal circuits from transient
overvoltage. Attempting to power the NXU-2 from a constant DC source that
delivers more than 15V may damage the zener diode and/or other components
and render the unit inoperative

2-3 JPS Communications, I nc.
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Figure2-1  Outline Dimensions
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» J7 AUDIGTCONTROL 44 RS-232
O 600G > G Do
OGN INTP  INLVL OUTLWVL J RETWIRK —_—
oy Ry
o | N PS5 GCommunications, ing. MAN LMK CHANNEL AUDID
NXL-2 NETWORK EXTENSION LINIT POWER ACTVE ACTNE  WNPUT
~~ 7

Figure2-2  Control and Connector Locations
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25.1 Internal Configuration

The illugration bedow shows the NXU-2 with its top cover and rear pand removed. There is
normaly no reason to remove the top cover, as the NXU-2 has no interna user-servicesble
configuration controls.

Four-postion dipswitch S2 should remain S2-1, 2, 3 al OFF, and S2-4 ON unless otherwise
ingructed by JPS Customer Service. There should be no jumper plugs ingtdled on any of the
vaious jumper fidds ~ Board-to-board connections should remain as depicted for proper
operation.

45 o A |o J6
RE-232
S ™ oG IN
RED
O Jewacx m {‘\n. ™ ©
J2
0C INPUT
FROM DSP 8D
J
31
N \“
NETWORK INTERFACE BOARD NXU-Z DSP BOARD
ASSY 5000-605000 ASSY 5000-602000
J7
BOARD-TO-BOARD INTERFACE
O f | ! PR LING  CHAN AU
ACTIVE  ACTIVE
il CRe CRs R
‘ °o (I [1[l[]°
L L = u

Figure2-3  NXU-2Internal View
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2.6 Power Requirements

The NXU-2 is dedgned to operate from a nomind +12V DC supply. The unit will meet al of
its gpecifications over a voltage range of +11 to +15 VDC. The DC power consumption is 500
mA maximum. The AC adapter provided with the unit meets these specifications. To power
the unit from another +12V DC source, a 2.1mm |.D. coaxid power plug will be required to
connect the power source to J6 on the NXU-2 rear pand. The center conductor is positive (+).

NOTE: Do not exceed 15VDC input to the NXU-2. The NXU-2 contains a
15V zener diode across the DC input to protect internal circuits from transient
overvoltage. Attempting to power the NXU-2 from a constant DC source that
delivers more than 15V may damage the zener diode and/or other components
and render the unit inoperative

The NXU-2 is a microprocessor-controlled device. As with any such equipment, a very short
loss of power can cause operational problems and/or cause the unit to resst.  The
communications link will be inoperable during the resst period. JPS recommends the NXU-2
and associated equipment be connected to an AC power source that utilizes an uninterruptible
power system (UPS). If the overal dte does not have UPS capability, the NXU-2 should be
plugged into asmaller UPS, such as those used for persona computer systems

2.7 Installation Checklist

Table 2-1 Basic | nstallation Checklist

Determine NXU-2 network parameters Y ou must assign these vaues. If you are not sure
such as | P address, subnet mask, and how to determine these values, see the network
gateway address. adminigrator for your organization.

Provide suitable power for the device. See section 2.6 Power Requirements.

Make interconnections. See Section 2.8.2 Audio Leve Adjustment

Potentiometers and Input Test Point for Externd
Interconnect Information.

Configure NXU-2 parameters. See Section 3 Configuration

Adjust audio leves. See Section 4.4.2 Front Pandl Indicators.

2.8 Rear Panel Adjustments and Connectors

Refer to Figure2-2 ~ Control and Connector Loceations for a view of the NXU-2 Rear Pand.
All rear pand connectors and adjustment potentiometers are explained in the section below,
darting at the left Sde of the pand.
2.8.1 DC Input Connector, J6

The NXU-2 operates on a nomind +12 VDC. The power is gpplied through J6 via the “Wall
Cube” AC adapter provided with the unit, or through a2.1mm I.D. coaxia plug.
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2.8.2 AudioLeve Adjustment Potentiometersand Input Test Point

A test probe may be inserted into the test point to measure the level of the incoming audio. See
Section 4.4.2 Input/Output Level Adjusments for input and output audio levd seting
indructions.

2.8.3 Connection to Radio or Other Four-Wire Device (J7)

The interface between the NXU-2 and associated radio or other audio device is made via J7
(Audio/Control) on the rear pand. J7 is afemae DB-15 connector.

Table 2-2 NXU-2 Pinout (J7)
PIN | Signal Description
1 Ground Ground connection.
2 Not used.
3 /AUX In0 Auxiliary Input O - Active low.
4 JAUX Out O Auxiliary Output O - Active low.
5 Ground Ground connection.
6 Audio Input Bdanced audio input.
7 Andog Ground | Analog ground.
8 Audio Output Unbaanced Audio output.
9 Not used.
10 JAUX In1 Auxiliary Input 1 - Active low; generd purpose.
11 /AUX Out 1 Auxiliary Output 1 - Active low; genera purpose.
12 /COR Input Input from radio COR, programmable active high or
low.
13 /PTT Out Output to radio PTT, active low, open drain.
14 Audio Input Badanced audio input.
15 Andog Ground | Andog ground.

2.8.4 Network Connection, J3

The NXU-2 is connected to the Ethernet network via rear pand connector J3 using a standard
RJ-45 Ethernet Patch Cable (noncrossover). A six-foot long cable isincluded with the unit.

2.85 Seial Port Connection, J4

M is a dandard RS-232 DCE serid port. It is a femae DB-9 connector, and can be interfaced to
most PCs, typicdly sandard DTE serid ports, usng the DB-9 draght-through serid cable
included with the NXU-2.

Table 2-3 J4 Serial Port Pinout
J4 pin Description

2 TX data

3 RX data

5 Ground
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2.8.5.1 Connecting Equipment and Computersto an NXU-2

The RS-232 seria cable supplied with the NXU-2 is a draight-through cable used to connect
the NXU-2 to a PC serid port. In order to connect the NXU-2 port to an ACU-1000, you need
aDB-9 mae-male null modem cable, lso caled a crossover cable.

RS-232 serid devices are divided into two types. Devices, which provide control information,
ae cdled DTE (Daa Termind Equipment) devices. Devices, which accept control
information, are cdled DCE (Data Communication Equipment) devices. In the "old days’, the
DTE devices were terminds and computers, while the DCE devices were modems and
equipment. The RS-232 standard specified that DTE devices would connect to DCE devices
usng a draight-through cable. If you wanted to connect two like devices (DTE to DTE or DCE
to DCE) then you needed a null modem (crossover) cable. The PC is a DTE device, and the
NXU-2 and ACU-1000 are DCE devices. That is why you need a crossover cable for
connecting an ACU-1000 to an NXU-2. The fdlowing drawing shows typica cable
requirements for connecting different devices to an NXU-2. See Figure 2-4 DTE Vesus
DCE Serid Cables.

DTE RS232 DCE DCE RS232 DCE
Device Straight Device Device Null Device
Through LAN, WAN Modem
Cable OrT1 Cable

COMP B NXU-2 NXU-2 372 ACU-1004
DTE RS232 DCE
Device Straight Device
Through
Cable
DCE RS232 DCE
Device Null Device
Modem
Cable
DTE RS232 DTE
Device Null Device
Modem
Cable

Figure2-4 DTE Versus DCE Serial Cables
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| 3 Configuration |

3.1 Genera

This section explains al setings and leve adjusments that configure the NXU-2. It is not
necessary to remove the NXU-2 cover to configure the unit.

3.2 Configuration Details

Configuring an NXU-2 or pair of NXU-2s requires that you dlocate an IP address for each
unit, and that you desgnate one unit as a Client and one unit as a Saver (explaned in
subsequent  paragraphs). Initid configuration is accomplished by attaching a serid RS-232
termind to J4. If the unit dready has an IP address and is on a network, configuration may be
done by connecting to the unit's IP address via telnet or with a web browser. Each method of
configuration is discussed below.

NOTE: The NXU-2 comes from the factory configured as a server with the
following default settings:

IPAddress:  192.168.1.200
Subnet Mask  255.255.255.0

Gateway IP 0.0.0.0

If the above network parameters are compatible with your network then you may attach the
NXU-2 to your network and use your web browser or telnet client to configure the NXU-2 as
outlined in Section 3.4, Network Configuration.

3.3 Serial Port Configuration

To configure the NXU-2 using the serid port, connect a standard serid cable to J4 on the
NXU-2 rear panel. A standard DB-9 draight-through cable (which should work on most PCs)
is incdluded with the NXU-2. The NXU-2 comes pre-configured with the serid port set a 9600-
baud, 8 data bits, no parity, and 1 stop bit. No hardware flow control is used or needed.
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3.3.1 Enteringthe Configuration Mode

With the serid cable connected and the PC running a termind program set to the above
parameters, apply power to the NXU-2. HyperTerminal is a suitable termind program, which
is indluded with most Windows" - based PC systems. See Section 3.3.1.1)

3.3.1.1 Hyper Terminal Setup and Use

Hyper Termind must firs be sstup to run off the computer serid port. The following sstup
information should dlow Hyper Terminad to be sat to communicate with the NXU-2 via the
RS-232 sarid port. Hyper Terminad comes with Windows, it is located on the Windows Start
Bar, click PROGRAMS, click ACCESSORIES, click COMMUNICATIONS, click HYPER
TERMINAL, the Hyper Termina Window appears, then double click the HYPERTRM.EXE

icon. See Fgure3-1  Windows Peth to Hyper Termind and Figure 3-2 Hypertrm.EXE
Screen.
| @ i alons Liseiete Accessares 4 (=) Accessihility L4
@ Onling Services 4 rﬁ Cammunications ¥ DiaHJp Metwarking
Gateway Internet Sites @ Startlp 4 @ Entertainment vl ] HuperT erminal
& Internet Explarer @ Games L -i[}? Internet Connection \Wizard
Jil i ﬁ MS5-D0S Prompt [E Internet Tools  » w@  [SDM Configuration “Wizard

Open Dffice Docurment

Outlook Express

Llf:'l.i

32

@ System Tools L4 @ Phone Dialer

L] Windows Explorer o Address Book i hem | El= 3-4]; (=5
: WirlZip @ Adobe Acrobat » Calculator E g e T —
Metscape Smartlpdate = DVDPy » [B] imaging encon. I
@ LapLink Professional » @ Notepad
America Onling 5.0 @ Mouzetyare » % Paint
. (= Adobe v 3 wardPad
(5 Adobe Acrobat 4.0 » [ Mulimedia C
§ Progiams @ Microzoft Office Tools » @ Synchronize your-keyboard - Your
___*ij Favarites @ Bt ullysles ' D'nDt_'tyﬁlil'anytl]jng-el_sE'—-Dn_ly-the-j-‘+’-
(53} QuickTime for Wwindows b FAt-this-point, you-are in-Command-Mdode -
“Y Dosuments Y (S winZip b |ds-torthe-NXU-2.-4
. Microzoft Excel
% Settings 5 Microzoft Dutiook ;
. : ) +should-respond-with:{]
@ Fitd 3 Microzoft PowerPaint
Microzoft Ward
& Heb (& Coel '
g S’T_fi Bun... @ L :
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3 CT % PertSter Fo® ' [EcHOY
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Figure3-1  Windows Path to Hyper Terminal
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Hyper Termina Window, See Figure 3-2

& C:\Program Files\Acceszzories\HyperT erminal |

File Edit “iew Go Favortez Help |ﬁ

Haeh Fanard p Cut Copy Faste Undo Delete

Address | C:\Program Files\AccessanestHyperT erminal ll

! “
hticarz. dil hypertrm.dl Hypertrm.exe
MG
MO Mail bt MxU-2 Setup Mx=U-2ht
Screen.ht
9 object(s] BEIKE | 2] My Computer o
Figure3-2  Hypertrm.EXE Screen

The Hyper Termina CONNECTION DESCRIPTION Screen will appear, see Figure 3-3

Connection Description Screen. This screen will creste a new icon in the Windows

i Mew Connection

Enter a name and choose an icon for the connection:

Mame:

Hypertrm.EXE Screen. The name you enter here
will gppear as an icon when complete with this inddlation, dlowing you to double dick this

icon to open the NXU-2 programming screen to use Hyper Termind. Please enter a name,
which dlows you to understand its purpose, such as NXU-2 SETUP SCREEN. Then click OK.

Connection Description |

INKLI-E Setup Screer|

lzan:

]

Cancel |

Figure 3-3
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The Hyper Terminal CONNECT TO screen will appear. See Figure 3-4 Hyper Termind
Connect To Screen. This screen programs Hyper Termina to use different ports or cards on
your PC, such as Com 1 or your modem card. Please click the CONNECT USING arrow and
sdect “Direct To Com 1.” This sdting is for the Com Port you will be usng to program the
NXU-2. If you are usng Com 2, please click “Direct To Com 2.” Click OK.

Connect To ’

i 2o M2 Setup Screen

Enter detailz for the phone number that you want to dial;

Country code: ||..irs:ted States of Amenca (1] "'i

Area code: I

Fhone number: I

Connect ugsing:

| k. I Cancel

Figure3-4  Hyper Terminal Connect To Screen

The Com 1 Properties Screen will appear, see Figure 3-5 Com 1 Properties Screen. This
screen should be set to the parameters as displayed in Figure 3-5 Com 1 Properties Screen,
9600, 8, none, 1, none. The advanced properties do not need to be changed. Click OK.
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COM1 Properties I
Fart Settings |
Bitz per zecond: 3=

D ata bikg: IB L‘
Parity: anne :j
Stop bits: [1 =l
Elow contral: IN-:nne ;I

Advanced... | Bestore Defaultz |

ak I Cancel | Sy I

Figure3-5 Com 1 Properties Screen

The NXU-2 Setup Screen will appear, see Figure 3-6 NXU-2 Setup Screen. Click FILE,
click EXIT. The screen will prompt you, “YOU ARE CURRENTLY CONNECTED, ARE
YOU SURE YOU WANT TO DISCONNECT NOW?’ Click YES.

You will then see a screen, which asks, “DO YOU WANT TO SAVE SESSION NXU-2
SETUP SCREEN?’ Click YES. You mugt close the Hyper Termina Screen before it will save
the changes you have made for connecting to the NXU-2.
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#g NXU-2 Setup Screen - HyperTerminal

File Edit ‘“iew Call Transfer Help

0l=] 515) o)

Connected 0:00:19 |futo detect | Autn detect [SCROLL  |E&PS  [MUM [Capture  [Prntecho o

Figure3-6  NXU-2 Setup Screen

Go back to the Windows Path to Hyper Terminal, see Figure 3-1 Windows Path to Hyper
Termind, This time, indead of double dicking HYPERTRM.EXE, click the new icon NXU-2
SETUP SCREEN.HT. See Figure 3-2 Hypertrm.EXE Screen. This will open the Fgure
3-6 NXU-2 Setup Screen. Look at the bottom of the screen, Hyper Termind has a dglitch in
its programming, the information aong the bottom should say, CONNECTED (TIME
STAMP), AUTO DETECT, 9600,8-none-1. If it shows AUTO DETECT, AUTO DETECT as
above, this is incorrect. To correct this, click FILE, click PROPERTIES, click CONFIGURE,
st the Figure 3-5 Com 1 Properties Screen as shown, 9600, 8, NONE, 1, NONE. Click
OK. Click OK.

Click FILE, Click SAVE, this saves the new configuration. The bottom of the screen should
now say AUTO DETECT, 9600 8-N-1. See Figure 3-7 NXU-2 Setup Screen Properly Set.
The NXU-2 SETUP SCREEN is now ready to use.

36 JPS Communications, I nc.



4 NXU-2 Operations Manual

#g NXU-2 Setup Screen - HyperTerminal
File Edit ‘“iew Call Transfer Help

EF
Cornected 0:00:03 |wto detect | 9500 B-N-1 |[SEROLL  |C&PS  [NUM [Capture  [Printecho o

Figure3-7 NXU-2 Setup Screen Properly Set

Wait at least 10 ®conds after power up of the NXU-2 and type +++ (three plus Sgns) on your
keyboard. You must type al 3 ‘+ characters within 1 second. Do not type anything else — only
the 3 *+ characters. The NXU-2 should respond with ‘OK’. At this point, you are in Command
Mode, and you will be able to issue configuration commands to the NXU-2.

NOTE: If ever putting the three plus signs into Hyper Terminal and they appear
on the screen, the NXU-2 is already in the COMMAND Mode.

Configuration Mode Command Set
Type HELP and pressthe ENTER key. The NXU-2 should respond with:

NXU-2 Commands:

BAUD CONMODE CONN COR
CORINH DATA DISC ECHO
GATEIP HANGTM  HELP MYIP
NAME PARITY PASS PORT
REBOOT SAVE SECURITY SRVRIP
STAT STOP SUBNET TRAN
VER VOCODER WHAT
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Type HELP followed by a command to get help on that command.
Save changeswith the SAVE command.

NOTE: Before closing Hyper Terminal, you should place the NXU-2 back into
the TRANSPARENT Mode. The TRAN command should be used to do this,
placing the unit back into the data mode. See 3.3.14 Store Setup Changes with
SAVE Command.

3.3.2 Command Summary

This is a full lig of the commands avalable in the NXU-2 command mode. More detal is
given on the following pages. You can get a one-line summay of each command by typing
HEL P followed by the command.

BAUD <rate> - Set the seriad port baud rate

CONMODE <0/1> - Placesunit in CLIENT (0) or Server (1) mode

CONN <IP address> - Connect this client to aserver at |P address

COR <0/1/2> - Sets COR active low (0), high (1), or VOX (2)

CORINH <time> - Set COR inhibit time to 0,500,1000,2000,3000, or 4000 mS
DATA <7/8> - Set the serial port data bits

DISC - Bresk this client's current connection

ECHO <ON/OFF> - Enables/disables character echo to console

GATEIP <ip address> - Set gateway |P address for this unit

HANGTM <time> - Set VOX hang time to 500,1000,2000,3000, or 4000 mS
MY IP <ip address> - Set the IP address of this unit

NAME <text description> - Givethis unit aname

PARITY <O/E/N> - Set the serid port parity to Odd, Even, or None

PASS <password> - Assign a password for web access

PORT <port number> - Set the IP port used by this unit

REBOOT - Redtart this unit

SAVE - Save NXU-2 settingsto FLASH memory and restart

SECURITY <security level> - Set the security leve (0-255)

SRVRIP <ip address> - Set the |P address of the NXU-2 server
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STAT - Return this client's current connection status

STOP <1/2> - Set the serid port stop bits

SUBNET <ip address> - Set IP subnet mask for this unit

TRAN - Place this unit's serid port in trangparent mode

VER - Print the software verson information for this unit
VOCODER <number> - Sdlect the voice compression method (1-5)
WHAT - Print adescription of this unit's settings

3.3.3 Setting Unit IP Address

The firgt thing you should do is to st the IP address of the unit. The NXU-2 comes from the
factory with adefault 1P address set to 192.168.1.200. Set the address by typing:

MY IP <IP address>

Where <IP address> is the IP address of the unit in dotted quad notation. All configuration
commands are entered by a cariage return. In this example, if your desred IP address is
192.168.1.1 you would type MY 1P 192.168.1.1 and press ENTER

3.34 Setting Unit Subnet Mask and Gateway Address

Now set your subnet mask using the SUBNET command. If you are usng a gateway, st the
gateway address (the address of your router) using the GATEIP command. If on a LAN with no
gateway, leave the gateway address set at the default address 0.0.0.0.

3.3.5 Using DHCP to Assgn IP Parameters

If you have a DHCP server on your network, you may configure the NXU-2 to obtain its IP
address, subnet mask, and gateway address via DHCP. Setting the NXU-2 IP address to 0.0.0.0
will cause it to attempt to contact a DHCP server on power-up. NOTE: Using DHCP is not
recommended for NXU-2 Server units since the | P address assigned by the DHCP server is not
generdly known and is subject to change. If DHCP isto be used, it should only be used on

client NXU-2 units.

3.3.6 Setting Vol P Port (Optional)

The default port used by the NXU-2 for the transport of audio across the network is 1221.
Under norma circumstances, this should not be changed. The default port may be changed, if
necessary, by usng the PORT command. Type PORT <port number> and press ENTER to
select anew default port. The port number must range from 1 to 65535.

3.3.7 Client/Server Selection

Whether the unit will be a dient (a unit which can make and bresk connections) or a server @
unit which only accepts connections from a client) will need to be decided. This sdection is
made with the CONMODE command. CONMODE 0 configures the unit as a client, while
CONMODE 1 configures the unit as a sarver. For a client unit, you aso need to set the IP
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address of the corresponding server with the SRVRIP command. For example, if a client unit is
going to be connected to a server NXU-2 at address 192.168.1.10, then the command must be
issued:

SRVRIP 192.168.1.10

On the dient unit, if you do not want the client unit to connect to a server automaticaly at
power-up then set the server 1P address to 0.0.0.0 by typing SRVRIP 0.0.0.0

3.3.8 COR and VOX Settings

The NXU-2 uses the COR (Carrier Operated Relay) or equivalent sgnd from your radio to
determine when to send audio data across the network. When the COR input is active, audio is
tranderred to the other sde of the network. The COR command dlows you to sdect the
polarity of the COR input. If a COR output signd is not avalable, you may sdect VOX (Voice
Operated Switching). VOX operation uses the detection of an audio sgnd from your radio or
other audio device to control the flow of audio from the NXU-2.

Sdect the polarity of the COR input by usng the COR command. COR 0 sdects active low
COR, while COR 1 sdects active high COR sense. COR 2 selects VOX mode. In VOX mode,
no connection to the NXU-2 COR input is required, since the audio input level itsdf is used to
determine when a dgnd is present. In order to conserve network bandwidth, digitd audio
packets are only sent when COR is active. If usng the NXU-2 in an gpplication where the
connected equipment does not support the COR ling, then the COR line must either be tied to
its active date (in which case audio will be sent across the network continuoudy) or you must
sdect VOX mode. In any case, the COR or VOX mode must be set properly since the NXU-2
uses this setting to determine when to send audio data across the network

339 VOXHangTime

When VOX mode is enabled, you may dso adjust the VOX hang time. This is the amount of
time the VOX remains active dfter the input sgna fals beow the VOX threshold, and may be
st to 500, 1000, 2000, 3000, or 4000 milliseconds. This is useful to prevent the VOX from
dropping out between words or syllables. Use the HANGTM command followed by 500, 1000,
2000, 3000, or 4000 to sdect the hang time. The factory default is 500 milliseconds.

3.3.10 COR Inhibit Time

In some applications it may be necessary to inhibit the NXU-2's response to the COR input
(whether hardwired COR or VOX) for a brief period of time (and under certain circumstances)
in order to avoid problems with the “ping pong” effect.

The “ping-pong” effect can occur when the COR output of a device is activated momentarily
by the device when it switches out of the TX mode. There are varieties of reasons why this can
happen (including squelch tails on some radios), and it may occur with COR or VOX, but the
result is the same.

To illugrate the problem, assume that there are two radios connected over a network by a pair
of NXU-2s. An active COR at one end of the network creates an active PTT a the other end.
When the COR of Radio 1 is active, Radio 2 is transmitting, and vice versa Consder what can
happen when the switch out of the TX mode causes a momentary active COR outpui:
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Radio 1 COR becomes deactivated, so the Radio 2 switches out of the TX mode and
activates it's COR output momentarily. This momentary Radio 2 active COR sgnd
causes Radio 1 to switch momentarily to TX mode, and when it quickly drops back out
of the TX mode its own COR output is momentarily activated. This will once again put
Radio 2 in the TX mode, causng an endlessly repeated cycle where the radios “ping-
pong” back and forth and in and out the TX mode.

The COR Inhibit feature prevents this problem by ignoring any active COR input that occurs
just after the NXU's TX output command is de-activated. The unit ignores the COR input
(Wwhether hardwired or VOX) only in the specified intervd immediady folowing the
inactivation of its PTT output. Use the CORINH command followed by 500, 1000, 2000, 3000,
or 4000 to sdect the COR inhibit time in milliseconds. Type CORINH O to disable the COR
inhibit feature. The COR inhibit time should be set as long as required to prevent te “ping-
pong effect”, but no longer, or the beginning of a vaid audio sgnd beng tranderred might be
logt.

3.3.11 Serial Port Settings

The serid port baud rate may be set usng the BAUD command. Vdid baud rates are 300,
1200, 2400, 4800, 9600, 19200, 38400, 57600, and 115200. The number of data bits may be
progranmed to 7 or 8 usng the DATA commeand, while the number of stop bits may be
programmed to 1 or 2 using the STOP command. The serid port parity may be programmed to
odd, even, or none by typing the PARITY command followed by O, E, or N.

3.3.12 Voice Compression Settings

In order to send voice information over an IP network efficiently the NXU-2 uses digitd sgnd
processng dgorithms to compress the voice information so that it requires less network
bandwidth. The NXU-2 offers severa different voice compresson methods to support a variety
of applications. For example, some compresson methods work well with voice and provide a
high amount of compresson, but do not handle sgnding tones very wdl. Other methods
handle tones and voice, but use more network bandwidth because they offer less compression.
You may sdect the method from the following voice compresson schemes that optimizes the
trade-offs for your particular gpplication:

1. GSM 13Kbps - Suitable for voice communications only. Should not be used if any tone
sgnding is required. Offers the greatest compresson with reasonable voice qudity. This is the
default setting.

2. ADPCM 16K bps — Suitable for voice or tone sgnaing. Offers good voice cmpression, but
the voice quality is lower than the other compression methods.

3. ADPCM 24Kbps — Suiteble for voice or tone dgnding. Offers less compresson than
ADPCM 16K bps but the voice quality is higher.
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4. ADPCM_32Kbps — Suitable for voice or tone dgnding. Offers 4ill less compresson, but
the voice qudity isthe best of the ADPCM compression types.

5. PCM_64Kbps — Suitable for voice or tone sgnding. Offers the highest qudity of 4l
compression methods, but provides the least compresson. You should use this method only if
your network offers low latency and good throughput.

You may sdlect a compression method with the VOCODER command followed by the number
of the compresson method (1-5). If you are only using voice in your agpplication, you should
sdect GSM 13Kbps (1). If you plan to use any tone sgnding, you should sdlect 2, 3, 4, or 5 in
accordance with your network bandwidth and voice quality requirements.

3.3.13 Security Settings

The NXU-2 may be configured, monitored, and controlled remotely viaits network interface
using aweb browser or atelnet client. In some ingtances, it may be desirable to limit access via
one or both of these methods, or to selectively limit the things that may be done remotely. The
SECURITY command alows various levels of security to be set in order to limit remote
access. Additionadly, a password may be assigned to limit access via aweb browser. Refer to
the chapter on Security for detailed information on setting the NXU- 2 security parameters.

3.3.14 Store Setup Changeswith SAVE Command

After any configuration changes have been made, SAVE must be typed in order to store the
new settings in memory. The NXU-2 will automaticaly restart after changes have been saved.
If you do not make any changes and want to return the serid port to the data mode, type TRAN
to place the serid port in transparent mode.

3.4 Network Configuration

After the NXU-2 has been assgned a vadid IP address and is on the network, you may
configure it via telnet or a web browser. For telnet, use your PC's telnet client to connect to the
IP address of the NXU-2. Once a telnet connection is made configuration of the NXU-2 is
identical to configuration via the serid port as described in section 3.3 except tha there is no
need to type +++ to enter command mode. The telnet connection to the NXU-2 will
automdticaly disconnect after two minutes of no activity, or LOGOUT may be typed to
disconnect the telnet connection manudly.

A web browser may also be used to browse the IP address of the NXU-2. From the opening
page sdect NXU-2 Configuration. The following page will be seen where configuration
changes can be made and saved.
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Figure3-8 Network Configuration Screen

3.5 /O DESCRIPTIONS

This section provides detailed explanations of the NXU-2's audio interfaces and its pardld
control inputs and outputs.

3.5.1 Audio Input

The NXU-2 audio input is 47K ohm, baanced. It can be used as an unbaanced input by
grounding one hdf of the baanced pair and connecting the single-ended input to the remaining
haf. The use of badanced inputs and shielded cables is recommended for superior immunity to
noise,

The audio input will accept sgnd leves from —30 to +11 dBm. Internd circuitry is used to
amplify or atenuate this input as necessary to optimize the level to the DSP. The sgnd levd is
adjusted by the IN LVL potentiometer accessble from the rear pand. The input is set to O
dBm when shipped. This means the IN LVL potentiometer is adjusted so that an audio input of
0 dBm provides the correct leve to the DSP circuitry.
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3.5.2 Audiolnput Test Point
Access to an audio test point, TPL, is provided viathe rear panel so the actud audio signa

voltage gpplied to the A/D converter can be measured with an AC voltmeter. The correct level
for best operation as measured at TP1 is about 0.2V or —12dBm (600 ohm reference.)

3.5.3 Audio Output

The audio output from the NXU-2 is a low impedance (10 ohm) unbalanced AC coupled
output. The output level is adjusted by the OUT LVL potentiometer accessble from the rear
pand. This output provides a 0 dBm nomind level; +15 dBm dipping into a 600 ohm load.
The audio output will supply sgnd levesfrom —30 to +11 dBm.

3.54 COR Input

The COR input to the NXU-2 isahigh impedance input and can be programmed to be active
high or active low. In the active low configuration the input is pulled up to +5V DC interndly
through a 47K ohm resigtor. In the active high configuration, the input is pulled down to ground
through a22K ohm resistor. The logic threshold is 2.5V DC nomind, and the input is protected
from momentary surges up to +100 V DC.

3.55 AUX Inputs

The AUX inputs (AUX INO and AUX IN1) are high impedance inputs, and are dways active
low. They are pulled up to +5V DC interndly through a 47K ohm resistor. The logic threshold
is2.5V DC nomind, and the input is protected from momentary surges up to +100 V DC.

3.5.6 PTT Output

The PTT output from the NXU-2 isan open drain type. It can sink up to 200 mA of current,
and can withstand opent-circuit voltages up to +60V DC. In order to avoid conflicts with
internd pull-up resstors on the PTT lines of some radio equipment, thereis no internd pull-up
resstor on the NXU-2 PTT outpuit.

3.5.7 AUX Outputs

The AUX outputs from the NXU-2 (AUX OUTO and AUX OUT1) are open drain types. They
can sink up to 100 mA of current, and can withstand opent-circuit voltages up to +60V DC.
Theselines are puled up to +5V DC through a47K ohm resistor.
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| 4 Qperation |

4.1 General

This Section contains information and ingtructions required for proper operation of the NXU-2.
Refer to Figure2-2  Control and Connector Locations for views of controls and connectors.

4.2 Front Panel Indicators

All front pand indicator LEDs are explained below, starting at the left Sde of the unit.

421 Power LED
Thisydlow LED lights whenever DC power is gpplied to the unit.

4.2.2 Link Active LED

The green Link Active LED is illuminated whenever the NXU-2 has an IP connection open to
another NXU-2 on the network. If this indicator is not lit, either the NXU-2 does not have an
active Vol P connection or the connection has been lost.

4.2.3 Channd Active LED

This green LED is lit whenever COR is active. This dso indicates that the NXU-2 is sending
audio data across the IP link.

4.2.4 Audiolnput LED

This yelow LED is provided as a visud ad in seting the proper input audio leve for optima
operation. See Section 4.4.2 Input/Output Level Adjustments for ingtructions.

4.3 Rear Panel Connectors, Adjustments and Level Potentiometers

Section 2.8 Rear Pand Adjusments and Connectors contains full explanations and pin-outs for
al rear panel connectors. Figure 2-2 displays connector locations.

4.4 NXU-2 Operation

Badc operation and control of the NXU-2 is discussed in the following paragraphs.  These
indructions assume the NXU-2 has dready been correctly configured per Section 3
Configuration
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4.4.1 Operation at Power-Up

When the units have been connected and configured and are attached to the network the client
will automatically connect to the server when power is applied.

If no default server has been specified for the dlient to contact (using the SRVRIP command,
See Section 3.3.7 Client/Server Sdection) the dient unit will wat until a manua connection is
requested, ether via serid or telnet commands or via the web interface. If the client is able to
connect to the server, the LINK ACTIVE indicator will light indicating that a connection has
been made.

4.4.2 Input/Output Level Adjusments

At this point, the audio input leve to the NXU-2 may be st by adjusting the IN LVL control
on the rear pane. With norma audio input applied at J7, adjust the IN LVL control until the
AUDIO INPUT indicator flashes on voice pesks. The OUT LVL control sets the audio output
level from the NXU-2 and may be adjusted to the level suitable for the equipment connected to
the unit.

The proper audio input level may dso be set by connecting an AC voltmeter to the test point
TP1 on the red pand and adjusting the IN LVL control for an average audio level of about
0.2V or —=12dBm.

4.4.3 COR Input Description

The COR input on J7 controls the flow of data across the network. When COR is not active the
units will send a keep-dive packet every 4 seconds just to keep the connection from timing out.
If a unit has an active COR input, that unit's audio input will be transferred across the network
and will appear a the audio output on J7 a the other unit. As long as the COR input of this
NXU-2 remains active, the PTT output will remain active on the unit it's connected to. The
audio channds are independent, and full duplex operation is possble. If the radio or other
audio equipment does rot have a COR output, it's possible to tie the NXU-2 COR input line to
the active state s0 that data will be transmitted continuoudly.

444 RS-232 Serial Data

RS-232 data at J4 is sent across the network connection to the RS-232 connector on the unit at
the other end of the link. Any data input to the RX DATA line on one end will appear & the TX
DATA line on the other end. The serid port data may be sent even while audio is being
transmitted as the two functions are independent. Audio and RS-232 data are multiplexed over
the same P connection.

Note: If data is to be transferred across the IP link, the NXU-2 serial port
must not be in the Command Mode (see Section 3.3.1 Entering the
Configuration Mode). Be sure to return the unit to the Transparent Mode (by
issuing a TRAN command) if you have placed the unit in Command Mode.
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445 Auxiliary 1/10

The NXU-2 has two sets of independent inputs and outputs, which may be used for control of
the user’s equipment. AUX IN 0 and AUX IN 1 are active-low inputs which, when activated on
one end, will cause AUX OUT 0 and AUX OUT 1 on the other end to become active. The
AUX OUT lines are open drain devices and each is capable of sinking 100 mA. Note: the
auxiliary 1/O lines are designed for switching and control applications, and do not have quick
enough response times to send or receive data.

4.5 Controlling Connections

Normaly the NXU-2 client automaticaly connects to the preprogrammed NXU-2 server when
power is applied. The user may dso manualy control the connection state of the NXU-2 client.
This can be done via the serid port (by entering command mode as described in Section 3.3.1
Entering the Configuration Mode) or viathe network using Telnet or a\Web Browser.

451 Serial or Tenet Control

When using the serid port (in command mode) or Telnet, the user may disconnect a client from
asarver by typing:

DISC
A connection may be made to a server by typing:

CONN <IP address>
The status of these commands may be viewed by typing:
STAT
STAT returns the following responses:
CON <IPaddress>  Theunit is connected to an NXU-2 at address <IP address>
DIS The unit is not connected

ATT <IPaddress>  The unit is attempting a connection to <IP address>

Depending upon the characterigtics of the network, the CONN and DISC commands may not
take effect immediately. In order to determine when a CONN or DISC command has
completed, issue the STAT command repeatedly to poll the status of the connection.
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452 Web Browser Control

The NXU-2 client connection may be managed by browsing to the NXU-2 client IP address
and sdecting the Connection Management menu option. The user may then issue connect or
disconnect commands via the web browser.

# NEU-2 Connection Management - Nelscape

Figure4-1 NXU-2 Connection Management Screen
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4.6 Security

In some gpplications, it may be dedrable to redrict network access to the configuration or
connection management feetures of the NXU-2. The NXU-2 can be progranmed to one of
svead different levels of security by usng the SECURITY command in the command mode.
Possible settings are listed below:

SECURITY O Full access via serid port, telnet, or web browser
SECURITY 8 Telnet access disabled

SECURITY 16 Password required for HTTP (web) access
SECURITY 32 Connection management viaHT TP disabled
SECURITY 64 Configuretion viaHT TP disabled

SECURITY 128 All HTTP (web) access disabled

The above numbers may be added together to sdlect various security options. For example,
seting the security level to 136 (128+8) disables both telnet and HTTP access. Setting security
to 96 (64+32) dlows the connection status to be monitored by HTTP, but no configuration or
connection changes may be made via HTTP. Setting security to 24 (8+16) disables telnet
access and requires the user to enter a password for HTTP access.

Note: The default security setting from the factory is SECURITY 0, which
places no restrictions on network access to the NXU-2.

4.6.1 Password Setting

The NXU-2 security level may be set to require a password for HT TP access. The password
may be programmed while in the command mode using the PASS command followed by the
desired password. Typing PASS with no password specified will report the current password.
Passwords are case-sengtive. You must type SAVE while in the command mode in order to
save the new password. The default factory setting for the NXU-2 password is*“lightfoot”.
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4.6.2 Web Accesswith Password Protection
When the NXU-2 security level is set to require a password, any attempt to access the unit via
HTTP will result in the web browser displaying the following didog:

Enter Hetwork Password |
?} Fleaze type pour uger name and paszword.
Sike: 192.168.1.191
Fealm Mxl-2
Lzer Mame |
Pazsword I
[ Save thiz password in your password list
ITI Cancel |

In order to access the NXU-2 you must enter the password that was previoudy programmed
using the PASS command. The User Name is not required — you may enter anything or nothing
inthisfield, but the password must be entered correctly in order to access the unit. Once you
have entered the password you will not need to enter it again unless you exit your web browser.

Note: The security level and password must be programmed via the serial port.
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| 5 NXU-2 Troubleshooting I

The following table may be used to troubleshoot any problems you may encounter during
ingtdlation or operation of the NXU-2.

Table5-1 Troubleshooting

Symptom: Possible Causes:
Main Power LED isnat illuminated Check that AC adapter isfirmly plugged in

If user supplied power plug, check for proper
voltage, current, and polarity per Section 2.6

Power Reguirements.
Cannot place the unit into Command Mode as Check RS-232 connections
outlined in Section 3.3 Verify termind settings 9600 baud, 8 data

bits, 1 stop bit, no parity

(Note: if you have previously used Command
Mode to set the serial port baud rateto a
value different than 9600 then you must use
the new baud rate to enter Command Mode.)
Verify that no flow control, either hardware or
software, isbeing used in your termina

program.

Make sure you wait at least 5 seconds, and
then type +++ (three plus Sgns) within 1

second.
Settings made in Command Mode do not You mugt issue a SAVE command after
appear to take effect. making changesin order to save the new
settings and restart the NXU-2.
Client and Server units are properly Verify that both the Client and Server NXU-2
configured and online but LINK ACTIVE is units are “vighle’ on the network by
not on. “pinging” their IP addresses from a network-

connected compuiter.

Veify that the Server’ s |P address has been
programmed into the Client usng the SRVRIP
command per Section 3.3.7 Client/Server
Selection OR

If there is not a default server programmed
into the client, verify that amanua connection
has been entered per Section 4.5 Contralling
Connections

Verify that the PORT has not been changed.
from the default value of 1221, or if it has,
make sure the PORT vaue is the same on both
Client and Server.
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Table5-1

Troubleshooting

(Continued)

Verify that any network firewalsin place
alow traffic on UDP and TCP port 1221.
Verify that another NXU-2 client is not
aready connected to the server.

LINK ACTIVE ison, but noaudiois
trangmitted.

Veify that the COR lineisactive. Audio is
only transmitted when COR is active.

CHANNEL ACTIVE indicator ison
continuoudly.

Verify that the COR polarity is programmed
properly. See section 3.3.8.

If NXU-2 is attached to aradio COR line,
make sure the radio squelch is set properly.

Audio has pauses and/or gapsinit.

Check for low bandwidth or excessive latency
on the network by running atrace route from a
network-connected PC to the NXU-2 at the
other end of the link.

Cannot browse to the NXU-2's IP address

Check the NXU-2 SECURITY sgtting; this
activity may not be alowed. See section 4.6
Security for security settings.

Cannot Telnet to the NXU-2's IP address

Check the NXU-2 SECURITY sgtting; this
activity may not be alowed. See section 4.6
Security for security settings

RS-232 datais not being transmitted across
the IPlink

Verify LINK ACTIVE indicator ison

Verify that neither NXU-2 isin Command
Mode; issue a TRAN command to place the
RS-232 port in transparent mode if necessary.
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| 6 NXU-2 FAQ (Frequently Asked Questions) |

6.1 General

This section provides answers to some frequently asked questions about the ingtdlation and
operation of the NXU-2.

How much network bandwidth doesthe NXU-2 consume?

The NXU-2 bandwidth usage varies depending on the gpplication. When COR is inactive and
no audio is being tranamitted across the link the bandwidth usage is essentidly zero, snce a
gmndl “keep-aive’ packet is only sent every 4 seconds. When COR is activated and the default
voice compresson method is used, audio will be sent across the link at gpproximately 15K bps.

If a full-duplex connection is active (COR is active on each end) then the total bandwidth usage
for audio will be approximately 30Kbps. Sdecting a different voice compresson method will
increase the bandwidth accordingly. Voice compresson method 2 will require approximately
18Kbps (hdf-duplex), method 3 will require 27Kbps, method 4 will require 36Kbps, and
method 5 will require agpproximately DKbps. If RS-232 data is being sent smultaneoudy then
the bandwidth will be increased by the RS-232 data rate, plus the TCP overhead.

Can | usethe NXU-2 on a dialup connection?

No. The NXU-2's network connection is via Ethernet. Mogst didup (telephone line) modems
only provide RS-232 connections, but even if an Ethernet connection to a didup is available,
the NXU-2 may not operate properly since the connection speed is not guaranteed on a didup
connection.  Poor teephone lines or vaying line conditions may cause a didup modem to
reduce its connection speed without the user being aware of this condition. For this and other
reasons, dialup connections are not supported by the NXU-2.

My network is behind a firewall. How can | make the NXU-2 work?

Firewals provide network security by limiting access into the network from the outsde
Sometimes this causes difficulty when inddling network equipment such as the NXU-2. There
are two solutions to this problem. You can indal the NXU-2 on the outsde of the firewdl, or
you can open a hole in the firewdl so that the port specificdly used by the NXU-2 is
accessble.  The NXU-2 does not pose a security risk to other computers or devices on the
network, since it cannot be made to access files or forward information to other systems. If you
choose to open a hole in your firewall, you will need to adlow access to port 1221 (or to the port
you have sdected if you have used the PORT command, see section 3.3.6 Setting VolP Port
(Optiond)) for TCP and UDP services. Contact your network administrator for approva and
assigance with firewd| settings.
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My application does not provide a COR line. What should | do?

COR is usually obtained from a radio and indicates that a sgnd is being received. If you do
not have a COR ling, or a line that performs this function then you can ether tie the NXU-2
COR line to its active state or you can use VOX mode. VOX mode is preferred since enabling
COR permanently will cause data to flow continuoudy across the link, even if no audio is
present.

| want to use a number of NXU-2's but | only have one (or a few) | P addresses from my
Internet Provider. What can | do?

One solution is to use a Network Address Trandating (NAT) Router to connect the NXU-2
units to your network. A NAT router dlows a number of devices to share a single IP address.
If you decide to use a NAT router you'll have to change the default port number from 1221 to a
unique port number for each NXU-2 Client/Server pair.

| want to connect several NXU-2 Clientsto a single NXU-2 Server simultaneously. How can
| dothat?

NXU-2s provide a point-to-point connection over a network between a single client/server pair.
Only one Client can be connected to a Server at any given time.

| have a 100 Mbps Ethernet. Can | connect the 10 Mbps port on the NXU-2 to my network?

Most 100Mbps equipment (hubs, switches, routers) will work with either 10Mbps or 100Mbps
connection, so it should work without any problems. Check with your network adminigtrator if
you' re unsure about your network equipment capabilities.

Where can | find a description of the Vol P protocol used by the NXU-27?
The NXU-2 protocol is proprietary and not available to end-users.

My system uses pilot tones and/or tone keying. Does the NXU-2 support this?

Yes. Pilot tones and keying tones are not normaly needed on the NXU-2, (due to its support
for hardware COR and PTT lines) but are supported and will work.

Can | hook one NXU-2 directly to another one via their Ethernet ports?

Yes, if you use a crossover Ethernet paich cable. A straight-through patch cable (such as the
one supplied with the unit) can only be used to atach the NXU-2 to network interface
equipment such as hubs, switches, or routers. You can directly connect a pair of NXU-2 units
up to 100 meters gpart usng a CATS crossover cable. When directly connecting NXU-2 units
in this fashion you should set the subnet mask to 255.255.255.0 and the gateway IP address to
0.0.0.0.
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After losing power on one end of an NXU-2 link, it takes a while for the unitsto re-establish
communications. Why is this?

The NXU-2 will wait up to 20 seconds before determining that the link has been disconnected.
After thet, it will atempt to close the IP connection, which may take several seconds. Then it

has to open a new connection. This process may take 30 to 45 seconds, depending on your
network.

What is the difference between a static | P address and a dynamic | P address?

On an IP network such as the Internet, the IP address is like a phone number. It is a unique
number that identifies the network device, and it alows connections to be made between
network devices. There are two kinds of 1P addresses, those that are permanently assgned and
those that are assigned temporarily. Permanently assigned IP addresses are cdled datic IP
addresses, while temporary |IP addresses are cdled dynamic IP addresses. Static and dynamic
IP addresses work the same way, but with a dynamic IP address, it is like having a telephone
number that nobody else knows, it effectively limits you to making outgoing cals only.

Why do we need static and dynamic | P addresses? Why not just assign addresses
permanently like phone numbers?

The problem with IP addresses is there are not enough to go around. There are "only" about 4
billion IP addresses availdble. On the surface that would appear to be enough, but some
companies use a lot of them, the military uses a lot of them, and al the millions and millions of
people using the Internet use a lot of them. To ease this problem, many Internet providers only
assign an IP address to a computer when someone actualy dids in to connect to the Internet.

When they disconnect, the IP address goes back into the pool of addresses so someone else can
use it. This makes sense in cases where computers might St for a long time without needing to
access the Internet, there is no point in using up an IP address if you dont need it. There are
plans for an upgraded IP addressing system that will fix the problem of not having enough IP
addresses, but for now it is alimitation we mugt live with.

What kind of | P address does the NXU-2 need?

NXU-2's are configured to be ether a client (the one that establishes the connection) or a server
(the one that accepts the connection.) The client can have ether static or a dynamic P address,
but the server MUST have a datic IP address. However, it is best if both units have ddtic IP
addresses.

Who assigns | P addresses?

For Internet access, your Internet Service Provider (ISP) will assign IP addresses to you. |If you
are on a private network, (like a WAN or LAN) then your network adminigtrator will assign IP
addresses.  You should never program an IP address into an NXU-2 without checking with the
network adminigtretor firgt.
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What happens if two NXU-2's have the same | P address?

Bad things. Wadl, not bad things, but obvioudy it will not work properly. Both units will
respond a the same time, causng network errors. The extreme case would be if an NXU-2 is
programmed to have the same IP address as an existing computer on the same network. This
would likely render that computer unusable for network functions, and could cause other users
to have problems as wedl. The bottom line is that two devices cannot share the same IP
address, period.

What isa firewall and how does it affect NXU-2 operation?

A firewdl is a device, which prevents people outsde a network from accessng computers, or
devices ingde the network. It's a security devicee A company firewal prevents incoming
network connections, so no one outsde the company can access its computers via the Internet.
This is a Good Thing, but can cause problems with a device like the NXU-2 since it requires
both incoming and outgoing connections. Fortunately, it is usudly possble to program the
firewdl to dlow sdected incoming connections so that things like the NXU-2 can work but
computers are till protected from outside attacks.

How can | program my firewall to allow the NXU-2 to work?

The NXU-2 uses two methods of communicating over IP (Internet Protocol.) These two
methods are TCP (Transmisson Control Protocol) and UDP (User Datagram Protocol.)  With
both methods the NXU-2 uses IP port 1221 to communicate. If a firewdl is preventing the
NXU-2 connection then the network administrator must program the firewdl to dlow TCP and
UDP traffic on port 1221. This is often referred to as "opening a hole in the firewdl" and
should only be done with the cooperation of the network administrator.

After installing a pair of NXU-2's, the LINK ACTIVE light comes on, stays on for about 20
seconds, and then goes out. This cycle repeats endlessly. What's going on?

The most likdy cause is a firewdl, which is preventing UDP traffic on port 1221. See the
question above abouit firewall configuration.

I want to connect my NXU-2 serial port to the ACU-1000 serial port, but the cable you
supplied doesn't work. What kind of cable do | need?
The RS-232 sarid cable supplied with the NXU-2 is a draight-through cable used to connect

the NXU-2 to a PC serid port. In order to connect the NXU-2 port to an ACU-1000 you need a
DB-9 mde-mde null modem cable, dso called a crossover cable.

Why do | need a null modem cable to connect the NXU-2 to the ACU-1000? | don't need
one when | connect my PC.

RS-232 serid devices are divided into two types. Devices, which provide control information,
ae cdled DTE (Daa Temind Equipment) devices. Devices, which accept control
information, are caled DCE (Data Communication Equipment) devices. In the "old days' the
DTE devices were terminas and computers, while the DCE devices were modems. The RS-
232 dandard specified that DTE devices would connect to DCE devices usng a straight-
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through cable. If you wanted to connect two like devices (DTE to DTE or DCE to DCE) then
you needed a null modem (crossover) cable. The PC is a DTE device, and the NXU-2 and
ACU-1000 are DCE devices. That is why you need a crossover cable for connecting an ACU-
1000 to an NXU-2.

Can | change the vocoder on the NXU-2?

Yes. This is the voice compresson method used to convert the audio sgnd into a digitd
format. There are times when the user may want or need higher voice qudity or trangparency to
catan kinds of sgnding tones. The VOCODER command alows the sdection of different
vocoders, abeit at the expense of network bandwidth.

Can | pass modem tones over the voice port of the NXU-2?
Some types of modem tones (such as FSK) will work if you sdect one of the higher bit rate
vocoders, such as VOCODER 4 or VOCODER 5. Complex modem waveforms (such as 56K

modem data) will not pass. Filot tone, keying tones, and other smilar sgnding tones will work
properly. In generd the RS-232 port should be used to send data, however.

I've connected my radio to the NXU-2, | have the levels turned all the way up and can still
barely hear the audio. What'swrong?

The NXU-2 uses baanced audio on the input. If, ingtead of connecting to both baanced input
lines, you connect your audio to one audio input and ground, youll get the effect described
above. There is enough leskage in the transformer to get some audio through, but it won't work

properly.

I've connected my radio to the NXU-2 and it works, but the audio sounds very " tinny" and
doesn't have much bass.

Make sure you haven't used the discriminator output, which is sometimes avalable on FM
receivers and transcelvers. Discriminator audio is pre-emphasized, and there is no de-emphasis
circuitry in the NXU-2. You'll need to use your regular audio output instead.

I've connected the NXU-2 to my computer serial port as described in Section 3.3 of the NXU-
2 manual, but | can't put the NXU-2 into Command Mode as described in 3.3.1. What do |
do now?

Fird, if youre usng HypeTemind (the serid termind program included with Windows) you
need to make sure that you have the flow control set to 'Non€' in the serid port configuration
menu. In addition, you may have to exit HypeTermind and dart the program again in order for
program configuration changes to teke effect. Second, you must follow the ingructions in 3.3.1
exactly. Wait 10 seconds and then type three plus sgns +++ and nothing ese. If you type more
than three plus signs the procedure won't work. Wait a few seconds and try again. In addition,
the three plus signs must be typed within a one second period in order to be recognized.
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I've configured Hyper Terminal and followed the procedure exactly, and | still can't get the
'OK" prompt telling me that the NXU-2 isin Command Mode. Now what?

If the NXU-2 has been configured previoudy and the baud rate was changed to something
other than the factory default of 9600 then youll need to set your termind program to use the
new baud rate in order to enter the Command Mode.
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| 7 Theory of Operation |

The NXU-2 Network Extenson Unit conssts of two main assemblies — the network processor
and the digitd ggnd processor (DSP). The network processor, a Motorola Coldfire
MCF5206e, handles al the Internet Protocol (IP) related tasks, and provides an Ethernet
interface to the network. The DSP, a Texas Insruments TMS320VC5409, handles al the
audio-related tasks, including the voice compression and decompression.

The NXU-2 can be configured as a client or a server. Servers can only accept IP connections
from clients, and clients can only make and break connections from servers. Once a connection
is established, however, the operation of an NXU-2 is the same regardless of whether it's a
client or aserver. This operationis outlined below.

When power is gpplied to an NXU-2 it e@ther waits for a connection (if it's a server) or attempts
a connection to a server (if it's a client). The server it atempts to connect to is the one that has
an |P address identicd to the SRVRIP address programmed in the client. This connection is a
standard TCP/IP connection on port 1221. Once a connection is established each NXU-2 DSP
begins converting anadlog data into digitd data and compressng it to reduce the amount of
bandwidth it will take to send it across the network to the associated unit. This
converson/compresson process runs continuoudy, even if daa is not currently being sent
across the network. The network processor on each NXU-2 shares a common area of memory
with the units DSP processor, dlowing data to be exchanged between the two processors
quickly and eadly. When the network processor sees the unit's COR input line go active it
collects the frames of compressed digitd audio from the DSP and packages them into packets
for transmission across the network. These audio packets are sent to the NXU-2 at the other end
of the link usng UDP on port 1221. In addition to the audio information the packets aso
contain information about the status of the COR and AUX IN lines.

When these packets are recelved at the other end of the link, the recelving network processor
separates the audio from the datus information and updates the unit's PTT output and AUX
OUT lines based on this datus information. The audio frames are then sent to the DSP for
decompresson. When the DSP has completed the decompresson of a frame, it sends the
resulting samples to the digita-to-andog (D/A) converter; the resulting andog audio dgnd is
avalable a the units audio output port. This process can run in both directions smultaneoudy
since the NXU-2 is cgpable of full duplex operation.

Tranamisson of RS-232 data is handled solely by the network processor, and is sent usng TCP
on port 1221. If COR is not active the NXU-2 will send an empty packet every four seconds in
order to keep the connection from timing out.

The DSP mader clock is the source of timing for A/D and D/A conversons as wel as for
transmisson of packets across the network. The buffer management software in the NXU-2 can
account for dight differences in master clock frequencies on each end, and can account for
network jitter or packets, which arrive late.
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