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INTRODUCTION

The General Electric VGE algorithm Keyloader is a small
handheld unit used to load cryptographic keys in the VOICE
GUARD unit. The Keyloader can store up to 7 keys or optionally
up to 8 groups of 7 keys each (56 total keys). Each key consists
of 8 pairs of 2 hexidecimal digits displayed as two sequences of
eight digits. The cryptographic keys can only be entered, one
digit at a time, by means of the keyboard. They then can be
selected for transfer to the VOICE GUARD unit through an
interconnecting cable. Keys cannot be redisplayed once they are
stored in memory.

VGE Keyloader code version 1.1 supports two key transfer
options. Option 1 transfers the key (1 through 7) and its respec-
tive position number to the Voice Guard unit. Option 2 assigns
each key (1 through 7) the position number 1, imegardless of
where it was stored in the Keyloader.

The Keyloader operates in the MASTER MODE or SLAVE
MODE. The MASTER MODE is the normal operating mode
whereby all operating functions can be performed. The SLAVE
MODE disables all operating functions except the key transfer
function. This feature allows one person (security officer) to
program the keys and another to load the keys in the user's
VOICE GUARD units without being able to alter any key.
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DEFAULT CODES. If, for some reason, power has been
removed (batteries changed) the password for the MASTER
and SLAVE modes will have been erased along with all keys.
Upon power up, the default codes are loaded into memory.
They are: MASTER MODE=0000, SLAVE MODE=0000, TEST
MODE=FFFF.

NOTE

If the passwords are unknown, remove and replace
batteries to restore default codes.

TO TURN POWER ON

Press and hold button  [T(g)[E)[JVIGE][]
down to turn unit on. A brief code DIRIOVGI 6]

version message will appear.
Release when the following mes-
sage is displayed (briefly).
OR
Then one of the following mes-
sages is displayed: BATTERY

Low, MEMORY ERASED, VIGIEI[ JvI[1][.][1]

LOCKED, MASTER MODE or [ol[P][T][1][o]IN][ ][x]
SLAVE MODE. If MEMORY x=1or2
ERASED is displayed, the unit

will be unlocked and in the

MASTER MODE.

NOTE

The unit will automatically power down 60 seconds
after the last key-stroke was made.
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TO CHECK STATUS [ malsTERI]
OF KEYS CI0OmlelIEIC]C]

Press to tun uniton. [ [s]{L][AlVIEI 1]
Display indicates MASTER or CJJmeldIEI ][]

SLAVE MODE.

Press to check status of [k [E][Y)[JM]Z]1E
keys. Enter the group and key [[e][r][A][s]E]D][]

number desired. Display indi-
cates status of first key in group
1* - "ERASED or STORED".

Press to advance to next
key or group. Press and hold to
automatically sequence through
all keys and groups.

P EXE i
ovacreope. ™ LMIAISITIE L

TO LOAD A KEY
Press to turn unit on. [ IIml[Al[sITIEIRI]
LI ]iml[oloifEll 1]

Press [¥€]s]. Enter the Group*
and key number (1-7). Now enter

the crytographic key consisting of [LI[O}[A][D][I[1][.1[1]
two sets of eight (HEX) digits.

Display shows each digit as it's

entered.

After all 16 digits have been
entered, press to view

first and second key halves. [L]olAlPIAIEA]
Verify they are correct. [Fl [al[B][a][s][E]

[s](BI(F][7I[E][c](A][B]

nd half key

1st half key

*If only strapped for 1 group.
If strapped for 8 groups, cursor
stops at 1st digit awaiting entry of
1-8.

NOTE

It is recommended that cryptographic keys not start
with the digit pair "00". The use of "00" as the first digits
in a VGE key presents no operational cryptographic
compromise; however, it could result in a spurious
indication within the keyloader that no key was stored,
when actually there was one.




TO CORRECT AN
ERROR

NOTE ——
Errors must be corrected
before the key can be
entered into memory.

Press [GNg. The button
will clear the last digit entered
first and then the next digit until
all digits have been cleared. Cor-
rected data can be entered at any
time. (Press [&flg]again to clear
the key number and return to
MASTER MODE).

Press to store the key in
memory. Once is pres-
sed, the key cannot be recalled
or displayed. If a wrong digit is
stored, it must be zeroed and
reentered.

Press to repeat loading
sequence.

(Lol[alpI ][]
[sliBIIFI7I[EICIAI]

cursor flashing

LIm{al(s](TlE]R][]
U] mifololE] 1L ]

LIENMURILIG]
Ll(L]fo][al[p]E]{p] ]

TO LOCK THE LOADER
— IMPORTANT
Remember (record) the 4-

digit password in order to
unlock the unit.

Press . Enter the 4-digit
MASTER MODE password. If you
do not enter any code but just
press , the previously
stored Lock code will be used
again.

Press to lock the loader.
The loader is now locked. The unit
will not accept a key entry nor can
it be used to transfer a key into a
radio until it is unlocked.

TO UNLOCK THE LOADER

Press to tumn unit on. Dis-
play indicates locked status.

Press :

Enter 4-digit MASTER MODE
password.

Press . The unit is now un-
locked and will operate normally.

[L][o][KI[]IclolDI[E]
D@DDDDD

cursor

{lL][olfell)€][p]f ]
DNNNEENER

LlL]o)le]iIE]pll ]
DB NEEREN

Cl0Ielollol(E] 3L
[ 0

Lm[alls]T]ENRI] |
LI ImiollE] L]



NOTE
Pressing and [1f][ollclix][E][][ ]
again will relock the loader. | [hi[1][*][][E]X][E][ ]
TO ZERO AN EXISTING
KEY Ol?(g?gup OF COMRASIFERDC
HENE0ERE
Press to tumn unit on.
P ¥4 and enter group and
s Reictyl /i 5 I O m Y MIEY
for key number if all keys in
group are to be erased.
ClEIVIL L]
Press [ to erase. CEIRIAISIE]DI]
TO ZERO AN EXISTING
KEY OR GROUP OF OR
KEYS (ALTERNATE
METHOD) DeRuEOE
Press to turn unit on. LIE](R][alls][E][D][ ]

Press and enter group* g [A][S]TIE]RI[]

;r:gssken‘zber to be erased. OO MeBIEIC]

“t Strapped for 8 groups

NOTE

To zero all keys in a single
group, enter for the

key number or to zero all
groups and all keys enter
for the group number
and for the key number.

Press @ .

TO ZERO ALL
EXISTING KEYS

NOTE
Unit must be off before
pressing ] .

Press E4and hold while pressing

. All keys are erased and

e unit will be unlocked and in the
MASTER MODE.

TO TRANSFER A KEY

(Connect interconnect cable
between loader and VOICE
GUARD unit).

Press to turn unit on.

Press UIRIN. Unit will display last
used group and key number. If a
different key is to be loaded, enter
the group* and key number as
prompted.

LENVICIL 0]
NEERNSE N

OR

[ lel[Rliolullr|[][1]
LElRI[allsIE]DI[ ]

[mI[E]MI[olRIIY][ ]
[IElRIal[s]E]DI[ ]

[ 1mlAl[SITIENRI[ ]
LI Imlol[o)fE]{ I ]

[ liml[a][s][TIE]RI[]
L imifol[plfE][ 11

LFERIN L]



PORTABLE RADIO UNITS ONLY

Before pressing EXER
to transfer a key to a
portable radio unit, the
ortable radio must be
urned OFF and then
back ON. Refer to
ortable radio unit
erator's Manual for
additional information.

[cl[olfo]ip][ ][ ][2]
[T][RIAIN][S][FI[E]R]

Press to transfer key(s).

NOTE ——
If transfer fails, an ERROR

Code is displayed. Reenter
command and try again.

Error Codes- Example:
VGE unit failure

LIElRIRI[o]RI[ ]3]

Refer to Keyloader Main-
tenance Manual, LBI-
31684 for a complete listing
of ERROR Codes.

1 thru 5 - Keyloader or VGE
unit failures.

*Only i strapped for 8 groups
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To transfer the same key

repeatedly, press and
then .

Disconnect the cable between the
loader and the VOICE GUARD
unit.

TO CHANGE FROM
MASTER TO SLAVE
MODE

(THE PASSWORD FOR THE
SLAVE MODE MUST HAVE AL-
READY BEEN ENTERED).

Press to tumn unit on.

NOTE —

The password for the
MASTER and SLAVE
modes must be different.

Press and enter 4-digit
code for the SLAVE MODE.

Press to change modes.

L RINL AL ][]

Cmi[alls)T{EIRI[ |
[ [m}[o]oIE] [ 1

LI liclloliplE] [ ]
3 [

LIsILIANVIEI ]
[ Iml[ol[ofEel[ L]

1




TO CHANGE FROM
LASIU[AlvIE] ][]
SLAVEJgDIgASTER (CMoDECID
Press to tum unit on. [ ][ TellololEl ][]
LFCHOO00

Press and enter 4-digit
code for the MASTER MODE.

[ImIfAlls][T]E]R][]
Press to change modes. [ JL IIMI[OI(DI[E]L I[ ]
TO ENTER PASSWORD
FOR MASTER OR
SLAVE MODE
Press to tum unit on.  [T)im][Al[S]TIEIR]]
bo(;;gg should be in MASTER DD@@@@DD
[L][o]ixI[][c][o][D][E]
Press [ESIY . 3 | | T
p,ezs - Enter 4-digit pass 511 11v][ |[c]lo][D][E]
word. HENREERE
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Press o retum to MASTER
MODE.

NOTE

Not entering a new
password but press-
ing will restore
old password.

TO ENTER TEST MODE
Press to turn unit on.

Press and enter TEST
MODE. Code =FFFF .

Press to enter TEST
MODE.

Press XLY . Enter number of
desired test (0-F HEX).

SEE TESTS LISTED BELOW.

Press . Display indicates
test completed.

Press again to continue
tests.

Press to retum to TEST
MODE and then again to
exit test mode. Display will indi-
cate locked status for unit.

LIml[alis)TENRI ]
LMol E)L ][]

Dm[a)s]TE)RIL]
LIOmlo)o)EIL ]

OR
LIsILAlVIEILIC]
LU mifolo]E][ ][]
DOcliolo)Ee]l )]
LEIEEEECL
LUEESIFON
L m)ol(plE) L]

DO@ESTOL
E@@E@@D@

prompt

LTIElls]T1f2][ ]
[cllolm[PI[L]E]T][E]

[[L]olelk][E|D][ ]
NNNNEREN
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TEST DEFINITIONS

DISPLAY

KIENMRIDEILN

Llimi(E]molRI[ I ]
RRNEHER N

/{2 . I
BENNNENE

TEST

0

DESCRIPTION

llluminate all pixels of the
display

Echo key being
depressed

Verify external memory
(non-destructive)

Verify watch dog (unit will
reset and come up in the
TEST MODE i circuit is
working)

(momentarily followed by TEST MODE

LIAllelKI[i[P][1][N]
[SIEITIL IHI1]{al[H]

LIAlfe]k] P][1]N]
LslEL L o] w]

eI iP)[1]N]
[SIENTILRIG]H]
LIelLIKICIPI[1]IN]
LIs]E]TL o)W
[DI[A][T][AIl ]P][1][N]
[SIEITRI1G]H]
[D[Al[T][AIL]P][1]IN]

CIs]E]T L] [o]wi
14
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Set ACK line high

Set ACK line low

Set CLK line high

Set CLK line low

Set DATA line high

Set DATA line low

DISPLAY TEST DESCRIPTION
[IRIENQILIPIt]INl A  Continuous read of REQ
[ =Y I line displaying high of low
DANEAOPDN 5 connuous readof DATA
DORMEHO0 e displaying highoriow
(TURNS UNIT OFF) C  Tum unit off
LIE]PIRIOIMIIIL] D Verify EPROM check-
BRNBRERE sum
LllclLliolielx] [ 1] E  Generate 9600 baud sig-
[Plu]i][siNI[G]] ] nal on CLK line for 30

seconds
CIIEsIT e ] F  Reserved for future ex-
[c]o]m][P][L][E][T][E] pansion
TO REMOVE BATTERIES

Remove 4 Phillips screws securing back cover.
Remove and replace batteries. Verify battery polarity.

NOTE

to get into the MASTER MODE.

The memory in the Keyloader may be erased when the
batteries are replaced. Upon power up, the default
codes are loaded into memory and the display ma
show "MEMORY ERASED". If this occurs, press
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